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Artificial intelligence (AI) is advancing rapidly, far faster than previous transformations. New models and AI applications 
are emerging at a rapid pace. This velocity of change poses unique security challenges as quick deployment often 
outpaces thorough risk assessment and control implementation. Consequently, security risks can become an afterthought. 
To manage these rapidly shifting risks and opportunities, public health leaders must stay actively informed. 

To ensure responsible adoption of AI technology, it is important for organizations to develop and adopt a robust, unified 
governance policy. AI governance must be actively deployed, monitored, and updated—otherwise, it remains a static 
paper exercise. 

Core focus areas of a unified governance policy are: 

• Visibility: Track and visualize AI applications across the entire IT landscape. 
• Integration: Safely embed AI capabilities into existing systems and processes. 
• Accountability: Ensure AI models are used responsibly and for their intended purpose. 
• Data Stewardship: Establish comprehensive data governance to augment the AI policy. 
• Lifecycle Management: Oversee all active AI models, processes, and deployments. 
• Compliance: Implement ethical and regulatory guardrails to meet legal standards. 

Navigating the Five Stages of Maturity 

To help agencies understand their current AI positioning, the Public Health Foundation (PHF) developed a Five Stages of 
AI Governance Maturity model as shown in Figure 1. This framework describes five distinct stages of operational 
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Figure 1 

Five Stages of AI Governance Maturity

STAGE 1

STAGE 2

STAGE 3

STAGE 4

STAGE 5

No Governance
 Lack of understanding 

of AI
 Fear about AI
 No knowledge of the 

strengths of AI
 Only see the threats of 

AI to the organiza�on
 Not sure why AI is 

needed
 No AI inventory
 No AI strategy

Reac�ve AI
 Leadership interest is 

growing but s�ll 
indecisive

 Minimal understanding 
of how AI can help

 Not sure what to do
 Minimal oversight
 Fear about how AI will 

be used
 No inventory of what AI 

is being used now
 AI tools appear across 

business units without 
formal approval

 No organiza�onal AI 
governance or data 
policy in place

Understanding AI
 Learning about the 

poten�al AI benefits
 Understanding the 

need for a formal AI 
structure and guidance

 Governance is reac�ve 
and not coordinated

 Star�ng to do an AI 
inventory

 Individual employees 
trying AI applica�ons 
on their own

 Strong staff anxiety 
and fear when AI 
men�oned

AI Opera�onal
 AI usage policy in place 

and enforced
 Clearly defines where 

AI can be used
 Transparent use of AI
 Reduced staff anxiety
 Data quality is good, 

but no governance
 Completed an AI 

inventory – understand 
what we have and how 
it is used

 AI training resources 
available

 Compliance is reac�ve

AI Governed
 Formal governance 

framework in place
 Data governance 

framework in place
 Governance frameworks 

updated regularly
 AI is managed across the 

organiza�on
 Safeguards in place
 Staff follow both 

governance guidelines
 AI being used 

appropriately 
throughout the 
organiza�on

 Defines who owns the AI 
output

 Defines who responds 
when something goes 
wrong

 In compliance with all 
relevant regula�ons

 Constant and consistent 
AI monitoring
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AI Chaos to Clarity

readiness, each with specific operational characteristics. PHF provides targeted guidance, transition strategies, and 
curated resources to help health departments determine their starting point and advance systematically to the next level. 
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Visit PHF’s AI in Public Health page for additional articles, tools, frameworks, blogs, and training opportunities. 

Implementation Strategy: 

• Keep it Simple: Start with plain language instead of dense, multi-page documents. 
• Prioritize Utility: A clear, one-page summary of "dos and don'ts" is more effective for daily compliance than a 70-

page manual. 
• Scale Progressively: Expand the complexity of the framework alongside your organizational growth. 
• Commit Continuously: Treat AI and data governance as ongoing commitments that adapt quickly to new security 

threats and regulatory updates. 

Conclusion: 

Data governance and AI governance require a continuous organizational commitment that needs to grow and adjust to 
new compliance requirements as well as business and security challenges. Both need to be reviewed quarterly to stay 
relevant. 

 

https://phf.org/programs/ai-in-public-health/

